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Outline

! Defining an Industrial Control System and Attack Vectors
! Current state of Power Grids
! The Future of Power – Smart Grids
! Research at Birmingham – SCEPTICS Project

– Lessons Learnt from Rail
– Shift to Power - applying these methodologies to Smart Grids

! What can the Industry do?
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First…
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Generic ICS Environments
! Formed of HMI, PLCs, Actuators…

– CIA Triad gets inverted

! Some Siemens S7 devices known for Man-in-the-Middle (MitM) 
attacks

! Sometimes connected to the Internet
– Critical for widespread operations e.g. Oil Fields

! Formed of legacy and modern equipment
– That ‘one device’ that no-one knows what it does

! How can you attack these systems?
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Current State of Power Grids

! Generation, Transmission and Distribution
! Very straightforward architecture
! Driven by manual and automatic processes

– Switching in the event of local power outage
– Maintaining the Sync Phase
– Reacting to demand

! Networks isolated and typically dedicated

! Closely monitored and governed by Standards Bodies and CPNI 
(now NCSC, a part of GCHQ)
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Now to the 21st Century –
Smart Grids
! Suddenly, everything is interconnected
! Greater visibility of the network for the DSOs and Grid Operators

! However…
– Large Privacy Issues for customers
– Very few ‘accredited’ devices for use in Smart Grids
– Through interconnectivity comes a greater exposure
– Through greater exposure comes an attack surface

! EU NIS/GDPR Directives
– Great concern across the industry
– Step change in how we think securely
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Example Attack
Courtesy of SPARKS EU-FP7 Project
(Queens University, Belfast and AIT)



Step%1:
Reconnaissance

SCAN

• Attacker+attempts+to+identify+
entry+points+into+the+network

• ICS+components+are+not+
publicly+accessible+on+the+
Internet

• However,+the+IT+and+OT+
networks+may+be+
interconnected



Step%2:
Preparation

• Attacker+attempts+to+identify+
entry+points+into+the+network

• ICS+components+are+not+
publicly+accessible+on+the+
Internet

• However,+the+IT+and+OT+
networks+may+be+
interconnected

• Attacker+carries+out+a+
spearphishing campaign+to+
install+RAT+tool+on+IT+Network

SCAN

SIMATIC+PANEL+Firmware+Update

Dear+Customer,
Please+click+here+to+download+the+latest+
firmware+for+your+SIMATIC+PANEL+device.

Best+regards,
Siemens



Step%3:
Observation

• Attacker+attempts+to+identify+
entry+points+into+the+network

• ICS+components+are+not+
publicly+accessible+on+the+
Internet

• However,+the+IT+and+OT+
networks+may+be+
interconnected

• Attacker+carries+out+a+
spearphishing campaign+to+
install+RAT+tool+on+IT+Network

• Attacker+now+has+access+to+
the+internal+ICS+Network

SCAN

SIMATIC+PANEL+Firmware+Update

Dear+Customer,
Please+click+here+to+download+the+latest+
firmware+for+your+SIMATIC+PANEL+device.

Best+regards,
Siemens



Step%4:
Attack%Deployment

• Attacker+attempts+to+identify+
entry+points+into+the+network

• ICS+components+are+not+
publicly+accessible+on+the+
Internet

• However,+the+IT+and+OT+
networks+may+be+
interconnected

• Attacker+carries+out+a+
spearphishing campaign+to+
install+RAT+tool+on+IT+Network

• Attacker+now+has+access+to+
the+internal+ICS+Network

• Arbitrary+messages+may+then+
be+sent+to+the+ICS+system

SCAN

SIMATIC+PANEL+Firmware+Update

Dear+Customer,
Please+click+here+to+download+the+latest+
firmware+for+your+SIMATIC+PANEL+device.

Best+regards,
Siemens

Increase+Output+50%
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Lessons Learnt from Rail

! European Rail Traffic Management System (ERTMS)
– Uses a 20+ year old communications standard (GSM-R)

! Cryptography broken in less than 9 seconds (2015)
– Trains authenticate to a signalling centre and use Message 

Authentication Codes (MACs) to prove integrity of messages
! Uses custom built algorithm, which has been broken (2017)

– Mix of legacy and new equipment
! Track Circuit Detection systems
! Signalling Interlocking

! Creating a methodology founded in Security that an engineer can 
apply to identify critical systems and exposure

!
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A Systematic Methodology to Identify Threats 
to Industrial Control Systems (SCEPTICS)

! Taking system architectures and outputting risk and potential 
attack paths
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Modelling Power
! Given some model, we can 

determine exposure and risk to 
attacks

! Challenges:
– Not every grid is the same –

generally some overlap
– How accurate is the 

modelled architecture?
! Required for NIS 

Compliance
– How do you determine risk?

! CVSS Scores
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What can the Industry do?

! Introducing a Secure Supply Chain

! Audit of all devices – anything in use must have a purpose

! Intrusion Detection Systems – not a panacea

! Ensure Specifications and Standards are reviewed regularly and 
are in line with accepted standards

! Understand your architecture and what an attacker might be 
interested in – the rest will follow



RESTRICTED // For Intended Audience

Richard James Thomas
Security and Privacy Group
R.J.Thomas@cs.bham.ac.uk

Threats to Industrial Control Systems:
Lessons Learnt from Rail


